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Hong Kong

Background Check

Compliance & Employer Guide

PDPO Compliant Role-Based Screening 3-10 Day Turnaround

Identity Verification

.?. Employment & Reference

e Criminal & Sanctions




AT A GLANCE

Legal Framework

Consent Required

Criminal Record Access

Employment Verification

Education Verification

Credit Check

Standard Coverage

Typical Turnaround

Personal Data (Privacy) Ordinance (PDPO)

Yes — Written, specific, informed

Controlled — data subject initiated

Common & widely practiced

Common & responsive institutions

Role-dependent, explicit consent required

5-7 years, industry dependent

3-10 business days



LEGAL FRAMEWORK

PDPO

Personal Data
(Privacy) Ordinance

Hong Kong operates under common law and regulates
personal data through 6 Data Protection Principles covering:

() Purpose Limitation ® Security Safeguards

. Data Minimization . Openness

. Accuracy . Retention Limitation

Lawful if Compliant

Background checks are permitted when conducted under
PDPO principles.

Employer Responsibility

Employers remain legally responsible even when
screening is outsourced to a vendor.

Role-Based Approach

Screening scope must be proportional to the role and its
associated risk level.



CONSENT REQUIREMENTS eecheck

Consent must be freely given, specific, informed, and unambiguous. Vague or overly broad consent increases compliance risk.

Specific Purpose Data Transfer Retention Candidate
Scope Disclosure Disclosure Explanation Authorization

Clearly list each check State the hiring purpose Explain cross-border data State how long data will Explicit written
type included explicitly handling be stored acknowledgment




CORE BACKGROUND CHECK SERVICES

Identity Verification

HKID, passport, right-to-work

1-3 days

Criminal Record Check

Controlled — CNCC via Police

3-7 days

Employment Verification

Tenure, title, departure reason

5-10 days

Credit Report

Finance/exec roles, consent req'd

3-5 days

Reference Check

Qualitative referee assessment

3-7 days

Directorship Check

Corporate registry, conflict check

1-3 days

Education Verification

Degree, institution, graduation

3-7 days

Sanctions & Adverse Media

PEP lists, public databases

2-4 days



RISK SENSITIVITY MATRIX

Check Type Sensitivity Level Legal Review

Identity Not Required
Employment Low Not Required
Education Low Not Required
Criminal High Required

Credit High Required
Litigation Moderate—High Role-Dependent
Directorship Not Required

Sanctions Moderate—High Required (Regulated)



BACKGROUND CHECK PROCESS FLOW

Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7 Step 8

Role Risk Consent Document Verification Institutional Discrepancy Report Hiring Decision
Classification Collection Submission Initiation Outreach Analysis Issuance Documentation

m m HR/comp"ance m

Employer . Candidate . eecheck . HR/Compliance



DATA PROTECTION & GOVERNANCE

Security Controls Common Compliance Errors

Encryption . - o
X Using unofficial criminal databases
Data in transit & at rest

Access Control o ] o
X Retaining reports indefinitely
Role-based restriction policies

Retention Policy )
X Generic global consent forms
Defined data retention schedule

Secure Deletion S
X Over-screening junior roles
Formal destruction protocol

Audit Trail

Documented decision logs maintained

X Undocumented escalation decisions



Start Screening
With Confidence.

Hong Kong's privacy-conscious legal environment demands disciplined, role-based screening.
eecheck delivers compliant, transparent, and defensible hiring outcomes.

eecheck.com - Expert Background Screening for Asia-Pacific - Compliant. Trusted. Fast.
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