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Executive Summary

Compliance-Driven Market

Singapore is one of Asia's most regulated
employment markets. Screening is widely
expected across financial institutions, senior
roles, and work pass hiring.

PDPA Alighment Required

All screening must align with the Personal
Data Protection Act — ensuring explicit
consent, purpose limitation, data
minimization, and proportionality.

Role-Based Tiering

A structured, risk-based approach balances
hiring risk, privacy obligations, financial
sector integrity expectations, and regulatory
requirements.



Singapore Background Check — At a Glance Quick Reference

Category Singapore Position

Legal Framework Personal Data Protection Act (PDPA)

Consent Required Yes — explicit and informed

Criminal Record Access Certificate of Clearance (COC) — controlled access
Employment Verification Widely practiced

Education Verification Common and institutionalized

Financial Sector Requirements Fit and proper assessment expectations

Work Pass Relevance Education and employment accuracy are critical
Cross-Border Data Transfer Permitted with safeguards

Standard Employment Coverage 5-7 years, depending on industry and role

Typical Turnaround 3-10 business days depending on check type



1. Legal Framework — PDPA Section 1

|
Core PDPA Obligations Key Principle

Consent Obligation Explicit, informed consent before any screening

Employers remain responsible for compliance

Purpose Limitation Use data only for stated screening purposes even when screening is outsourced to a third-
party provider.

Data Minimization Collect only what is necessary for the role

Accuracy Keep screening data accurate and updated
Consent Best Practice

Protection Secure personal data throughout the process
v Use specific, role-based consent language

Retention Limitation Retain only for defined, necessary periods
v/ Avoid generic or overly broad wording

Transfer Limitation Lawful safeguards for cross-border transfers

v Document all candidate disclosures



2 & 3. Financial Sector & Work Pass (MOM) Sections 2&3

Financial Sector — Fit & Proper Checks Work Pass & MOM Verification

Qualification Verification

. Fitness & Propriety assessment
Confirms authenticity for EP/S Pass

. Employment verification & reference checking

Institution Accreditation
Regulatory history screening

Validates recognized awarding institution
Sanctions & watchlist screening

Employment Proof (ONE Pass)

Credit checks (where role-justified) Validates history for ONE Pass candidates

Conflict of interest review
Report Format Requirements

Embedded in governance — not a one-time event Structures reports to meet MOM criteria

Inaccurate work pass submissions carry significant regulatory exposure. Verification must be completed before MOM submission.



4. Core Background Check Components Section 4

4.1 Identity Verification

1-3 days
NRIC (PDPA-compliant), passport, work pass status
4.3 Performance Reference
3-7 days
Integrity, conduct, reason for departure, disciplinary matters
4.5 Criminal Record (COC)
3-7 days

Singapore Police Force Certificate of Clearance

4.7 Regulatory & Integrity

4.2 Employment Verification

5-10 days
Tenure, title, nature of employment, departure status
4.4 Education Verification

e N ) 3-7 days
Degree authenticity, institution accreditation, graduation
date
4.6 Credit & Financial
3-5 days

Finance-sensitive roles, senior execs,
risk/treasury/compliance

1-3 days

Regulatory history, sanctions, watchlists, conflict of interest



5 & 6. Sensitivity Levels & Turnaround Times Sections 5 & 6

Sensitivity Levels Turnaround Times
Check Type Sensitivity Legal Review Identity - 3;35
Identity Moderate
Regulatory/Sanctions ;is
Employment Low
. 3-5
Education Low Credit ] s
Criminal High Yes _
Credit High . Yes
3-7
Regulatory History High . Yes days
. ) - 3-7
Sanctions Moderate—High @ - Criminal s -
Social Media High . Yes 5-10



7. Risk-Based Screening Tiers Section 7

Professional

Identity - Employment - Education - Professional License (if applicable)

Finance / Sensitive

All Tier 2 checks + Criminal - Credit - Regulatory checks (where justified)

Executive / Key Control

Comprehensive screening + Enhanced governance review

Tiering aligns background screening with PDPA obligations, industry expectations, and role-specific risk proportionality.




8, 9 & 10. Data Protection, Mistakes & Checklist Sections 8-10

Data Protection

Executive Oversight Checklist

Collect only role-necessary

Purpose-limited data use
P data

v Is consent PDPA-compliant?

Secure storage & access ) .
g Defined retention schedule

controls
Lawful cross-border transfer Documented candidate ‘/ Are work pass accuracy checks mtegrated?
safeguards consent

. v Isrole- i lied?
Common Mistakes s role-based screening applied

m_ v Isthe criminal record check process structured correctly?

PDPA non-

Generic global consent .
compliance

Proportionality v Are financial sector integrity expectations addressed?

Over-screening junior roles

risk
U ified K | Regulatory . o
nveritied work pass quals exposure v Are discrepancy decisions documented?
Undocumented escalations Audit risk
v/ Are vendor responsibilities clearly defined?
Improper NRIC handling Regulatory penalty

Weak vendor oversight Governance risk



Final Strategic Takeaway

@ Clear Consent

@ Verify Carefully
@ Apply Tiered Screening
@ Document Decisions
&

Govern Vendors

In Singapore's highly regulated hiring environment, structured and defensible screening processes are essential.

Specific, role-based, PDPA-compliant consent language

Education and employment history for work pass accuracy

Risk-based approach proportionate to role sensitivity

All discrepancy escalations must be documented

Strong oversight of third-party screening providers
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