
Adverse Media & Sanctions Screening for 

Employment in Asia

Distinguishing credible risk signals from noise — identity resolution, source quality and 

proportionality across sanctions, PEP, regulatory and adverse-media checks.



Executive Summary  &  What Is Adverse Media Screening?
TWO RELATED, BUT DISTINCT, CHECKS

Adverse media screening is a structured review of credible news, regulatory and 

public sources for potentially relevant information about a person. Sanctions 

screening tests whether that person may match someone designated under an 

applicable sanctions regime. Neither should be treated as interchangeable with PEP, 

regulatory, directorship or criminal-record screening — each answers a different risk 

question, and a database hit alone is never a finding.

Asia adds complexity: local-language reporting, romanisation and naming 

conventions drive false positives, so effective programmes combine technology-

assisted searching with analyst review and identity matching.

Screening Areas

Financial crime

Fraud, bribery, corruption, money laundering, embezzlement.

Regulatory action

Enforcement actions, prohibition orders, licence suspensions.

Litigation & insolvency

Relevant civil proceedings, bankruptcy, director disqualification.

Professional misconduct

Credible reporting of serious misconduct or fiduciary breaches.

Conflicts & integrity

Undisclosed directorships or interests creating material conflict.
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What Is Sanctions Screening?

Determines whether an individual potentially matches a person designated under applicable government or international sanctions regimes.

UN Security Council

Consolidated List

United Nations

International baseline, 

implemented through domestic 

legal frameworks.

OFAC / SDN List

U.S. Dept. of the Treasury

Relevant to U.S. operations, 

persons or U.S.-linked 

transactions.

UK Sanctions List

UK Government

Relevant within scope of UK 

sanctions requirements.

EU Sanctions Measures

European Union

Relevant to organisations 

subject to EU requirements.

Local Sanctions 

Requirements

Relevant national authorities

Employers must consider 

obligations in jurisdictions of 

operation.

Key point:  sanctions requirements are legally complex and jurisdiction-specific. A database match is not automatically a confirmed match — identity resolution is essential before any 
employment decision.
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Sanctions, PEP, Regulatory & Adverse Media Are Not the Same
A database hit answers a different question depending on the check that produced it.

Check Primary Question What a Match Means

Sanctions Is the person potentially subject to a sanctions designation? May create legal/compliance obligations; needs identity resolution & escalation.

PEP Is the person a politically exposed person?
Indicates possible heightened exposure to corruption/influence risk — not 

wrongdoing.

Regulatory / Watchlist Has a regulator taken public action against the person? May be relevant to licensing, fitness and propriety or suitability.

Adverse Media Is there credible public reporting of potentially relevant conduct? Requires contextual assessment; allegations are not established facts.

Directorship / Disqualification
Does the individual hold relevant positions or have disqualification 

history?
May identify conflicts, undisclosed interests or governance concerns.
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Why Employers Conduct Adverse Media & Sanctions Screening

1

Fitness, Propriety & Regulatory 

Expectations

Regulators (e.g. MAS, SFC) assess honesty, 

integrity and reputation. Screening supports —

but doesn't replace — that assessment; scope 

should reflect actual regulatory obligations.

2

Insider & Integrity Risk

Reference checks confirm employment history, 

but not undisclosed directorships, sanctions 

exposure or regulatory action elsewhere — vital 

for roles with access to money, data or systems.

3

Reputation & Governance

Senior appointments attract scrutiny from 

investors, regulators and media. Early screening 

supports executive due diligence and broader 

governance, not just pre-employment checks.
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Who Should Be Screened? — A Risk-Based Approach
The appropriate scope should be determined by the risk presented by the role, not merely seniority.

1 Regulated Financial-Industry Roles
Licensed representatives, regulated personnel, key 

officeholders

Sanctions + PEP + regulatory/watchlist, plus role-appropriate adverse media & 

integrity checks

2 High-Trust Functions
Finance, treasury, payments, procurement, compliance, 

security, privileged IT

Sanctions + PEP (where appropriate) + adverse media, plus 

directorship/conflict searches

3 Senior Management & Directors C-suite, board members, country heads
Enhanced adverse media + sanctions + PEP + regulatory + litigation/insolvency 

+ directorship screening

4 General Workforce Standard operational and professional roles
Core employment verification; add sanctions/PEP/integrity checks where 

justified by sector or role
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How Screening Works  &  Why Asia Is Particularly Challenging
FOUR-STAGE PROCESS

1
Establish Identity

Full legal name, aliases, DOB, nationality, local-language name.

2
Search Sources

Sanctions lists, regulator publications, news, court & corporate records.

3
Resolve Matches

Classify hits: confirmed match, possible match, or false positive.

4
Assess Relevance

Allegation vs. established outcome; relevance to the proposed role.

WHY ASIA ADDS COMPLEXITY

Name Matching

Romanisation & shared names drive large numbers of false positives.

Native-Language Research

Relevant information may exist only in Chinese, Japanese, Korean, Vietnamese, 

Bahasa or Thai.

Source Quality

Regulator notices & established media differ sharply from anonymous posts.

Local Context

Legal, regulatory and insolvency terminology differ by jurisdiction — translation 

alone isn't enough.
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AI Can Improve Screening — But Should Not Decide

AI assists with multilingual search, name-variation generation, translation and duplicate detection — but can merge similar names, strip qualifications from an allegation, 

or mistake an accusation for a conviction. AI should support research and analyst review, not replace evidence-based decisions; findings must trace back to their sources.

COMPLIANCE GUARDRAILS FOR EMPLOYERS

1

Consent & Transparency

Establish legal basis; provide 

required notices and consents.

2

Proportionality

Scope justified by role and risk —

more data isn't automatically 

better.

3

Accuracy Before Inference

Distinguish allegations, charges, 

findings and convictions.

4

Candidate Review

Provide a process for clarification 

or response to material findings.

5

Auditability

Document what was searched, 

when, and how matches were 

resolved.
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Should Screening Continue After Hiring?  &  Where It Fits
ONGOING MONITORING

Pre-employment screening is only a snapshot. A person clear at hiring could 

later become subject to sanctions, enforcement, criminal proceedings or 

significant adverse reporting.

For regulated, senior and sensitive roles, consider periodic rescreening or 

appropriately designed monitoring — frequency set by risk, not applied 

uniformly across the workforce.

PART OF A BROADER PROGRAMME

Identity & employment verification  — Establish the person; validate work history.

Education & criminal record checks  — Confirm credentials; lawful criminal-record 

sources.

Regulatory / disciplinary searches  — Identify relevant regulator action.

Sanctions / PEP / adverse media  — Assess designation, exposure & public reporting.

Litigation / insolvency / directorship  — Support integrity, financial-risk & conflict 

review.

i Bottom line:  treat screening as a lifecycle activity, not a one-time gate. Pre-employment checks and ongoing monitoring are complementary 

layers of the same risk-based programme, applied in proportion to role and jurisdiction.
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Building an Audit-Ready Programme  &  Final Takeaway
AUDIT-READINESS CHECKLIST

✓ Why are we conducting this check?

✓ Are we searching the right sources?

✓ Are we sure the information relates to this person?

✓ Are we reporting the source accurately?

✓ Can we demonstrate our process?

EECHECK SUPPORT

Screening across 200+ countries and territories — global sanctions & watchlist 

screening, adverse media research, PEP screening, multilingual native-language 

coverage, analyst-reviewed and source-referenced findings.

Final Strategic Takeaway

A sanctions or adverse-media hit is the beginning of an assessment, not the 

conclusion. The strongest programmes combine technology with evidence-based 

human review, clear governance, and screening scope adapted to role, 

jurisdiction and regulatory environment.
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